MICROCHIP EVI97M19A
SHA104, SHA105 mikroBUS Evaluation Board User Guide

Introduction

The EVO7M19A is a mikroBUS™ extension board that demonstrates the capabilities of the Microchip SHA104 and
SHA105. The SHA104 is intended for accessory side applications especially in the consumable and disposable
applications. The SHA105 is a similar device, but is intended for host side applications where mutual authentication
is desirable. The two devices provide a complete mutual symmetric authentication for commercial and industrial
applications.

The board is designed to be used with the CryptoAuth Trust Platform and other Microchip development platforms
that contain a MikroElektronica mikroBUS header. The EV97M19A can also connect to any board that has the
XPRO header by using the ATMBUSADAPTER-XPRO to ease development efforts. The on-board Microchip host
and accessory devices simplify the development of your authentication system.

The EV97M19A contains the following Microchip devices: SHA105 host device with an I2C interface, SHA104
accessory device with an 12C interface, and SHA104 accessory device using Microchip's proprietary SWI-PWM
interface.

Figure 1. EV97M19A Board

© 2023 Microchip Technology Inc. User Guide DS50003500A-page 1
and its subsidiaries



EV97M19A

Table of Contents

a1 0T [8 o3 1] o RS ER 1
I o F= 1o 1= T = I Lo T ] o] o PR 3
T, K@Y FRALUIES ...ttt e et e et e e e e e e e 3
L Yot o 1= 0 - 1 oSO PR PP 4
1.2, POWET INAICALION. ...t e e e e e e 4
1.2.2. MIKrOBUS HEAEN ... .ottt e e e e e e e e sneneeeeeenn 4
1.2.3. HOSE SId@ DEVICE. ... ..ttt e et e e e et e e e e e e nnneeeaaeann 5
I S L O 131 = 3 7=V SO 5
1.2.5.  SWI-PWM INTEITACE. ... .cii ittt e e e et sneeeesneeeennes 6
1.2.5.1. Parasitic POWET......... . 6
1.2.6.  VOIAgEe SEIECHON. ..ottt e e et e e e e e eas 7
1.3, Hardware DOCUMENTAtION. ........coiiiiiiie et e e e et e e e e e e e s e ssnaaeeeeeennsreeeas 7
P O7o ] 1 1=Ted (g o (g =3 = To = o SRR 9
0 T £ 114y =10 IS o 1T Lo [ SRR 9
2.2, Xplained Pro CONNECHIONS. .......c.cciiiiiiiie ettt e et e e e e e e e e e aare e e e e e sneaeeeeeeanees 9
3. SOftWare REQUITEMENTS. .......coiiii ittt ettt e et e s st e e sbeeeenbbeeeans 11
3.1, Firmware ReQUIEMENTES..........uiiiiiiiiieieeeeee et e e e e e e e e e e e e e e e e e e e e e e e e eannnes 1"
3.2, SOftWAIE TOOIS. ... ... ittt ettt e e e sttt e e e e e st e e e e e e sbeeeaaeeennteeaaeeannes 11
S SNV L] o] g I 1] (o Y USRS 13
MiICrOChIP INFOIMELION. ... ittt e e et e e s nt e e sabeeeabbeeenee 14
The MiICroChip WEDSILE. ... e e e e e e e e e eaaaaaeeaeeeeeeaaaeannnnnnnnes 14
Product Change Notification SErVICE. ...........oiiiiiiiiii e 14
(O101S] (0] 4 [T g U] o] o o] o SO ER PR OUPPUPRO 14
Microchip Devices Code Protection FEatUre...............eeiiiiiiiiiiic e 14
[T o F= T L] (o= TSRO 14
BT (10 0 F= PR PRRPON 15
Quality Management SYSIEM.......ccoiuiiiiiii et et nnnes 16
Worldwide Sales and SEIVICE. ......coueii ittt e et e e e et e e s aee e e nneeeeaneeeeeneeeanneeeean 17

© 2023 Microchip Technology Inc. User Guide DS50003500A-page 2

and its subsidiaries



1.1
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Hardware Description

Hardware Description

This section details the key features of the EV97M19A and provides detailed board schematics and a list of other

useful documentation.

Key Features

The most important features of the EV97M19A are highlighted in this section.

Figure 1-1. Part Identification
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One SHA105 I2C Host Device (U1)

One SHA104 I2C Accessory Device (U2)
On-Board 4.7 kQ 12C Pull-Up Resistors (R2, R3)
One mikroBUS Connector (J1, J2)

One SHA104 SWI-PWM Accessory Device (U3)
On-Board 1.0 kQ SWI-PWM Pull-Up Resistor (R7)
Jumper to select Parasitic Power mode (JPP1)
On-Board LED Power Indicator (LD1)

Zero-Ohm Resistor Jumpers to Select 3.3V or 5V
Power (3.3V Enabled by Default via R5)

3-Lead Contact SHA104 (U5) and 2-Lead VSFN
SHA106 (U6) - Unpopulated

Parasitic Power boost circuitry (U4, R1) -
Unpopulated

Note: To enable 5V power, remove R5 and solder a zero-ohm resistor into R6.
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Schematic

Figure 1-2. Top-Level Schematic
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The red LED (LD1) illuminates when power is present on the circuit board.

Figure 1-3. Power Indicator Schematic

1.2.2 MikroBUS Header
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The EV97M19A development board supports the standard mikroBUS header, which provides power, 12C and SWI-

PWM connections.
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Hardware Description

Figure 1-4. mikroBUS Header Connection
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Host Side Device

The EV97M19A evaluation kit is populated with a Microchip SHA105 host device. This device is non-configured and
can provide host-side symmetric authentication for an application. For the highest security level, it is recommended to
use a security device on both the host and accessory side of an application. The SHA105 is specifically designed to
be complimentary to the SHA104 accessory side device.

Figure 1-5. Host Side Connection
Host Side - SHA105 connections
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I2C Interface
Communication with the SHA104 and the SHA105 I2C interface will use the standard 12C protocol. Both devices
support a bit rate of up to 400 Kbps and are connected to a common I2C interface. Through configuration, the 12C
address values can be modified. They must never be programmed to be the same value.

*  SHA105 7-bit address 0x32 (8-bit byte values: Write 0x64, Read 0x65)

* SHA104 7-bit address 0x31 (8-bit byte values: Write 0x62, Read 0x63)
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Figure 1-6. I2C Connection
Accessory Side - SHA104 12C connections
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SWI-PWM Interface

Communication with Microchip’s SHA104 in SWI-PWM mode is at 125 Kbps. The default address is provided below
but this address can be modified when configuring the device.

» SHA104 7-Bit Address 0x31 (Write 0x62, Read 0x63)
Figure 1-7. SWI-PWM Connection
Accessory Side - SHA104 SWI connections
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Parasitic Power

The SHA104 has the capability to use parasitic power on the SWI-PWM device. The Parasitic Power mode removes
the need for a dedicated power source to the crypto device. Power is supplied to the device by capacitor C5. The
capacitor is charged when SIO_2 (SIO-PWM mode) is higher than VCC_DVC. For proper operation, VCC_DVC must
always be greater than the minimum supply operating voltage of the device. See the specific device data sheet for
more details and recommendations. To enable Parasitic Power mode remove the JP1 Jumper cap from the JPP1
header.

For the EV97M19A, optional footprints are included for a 3-lead contact package version of the SHA104 and a 2-lead
VSFN footprint for the SHA106 device. The SHA106 is a parasitic power-only version of the SHA104. The SHA106
includes an internal decoupling capacitor and is only available in a parasitic power mode. If so desired, the existing
SHA104 can be removed from the board and either a 3-lead contact SHA104 or a SHA106 device can be added in its
place. Note that the behavior of the devices are identical and any software developed for one of the devices will work
with the other devices also.
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Figure 1-8. Parasitic Power Boost Circuitry
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The parasitic power boost circuitry is optional and is not populated on the EV97M19A development board.
Information provided here is for completeness.

Follow these guidelines for proper circuitry usage:

1. The device must be in Parasitic Power mode (remove jumper JPP1).
The EPP# signal must be initially asserted HIGH.

Issue a cryptography command.

Assert the EPP# signal LOW for the duration of the command.
Assert the EPP# signal HIGH.

Read back the command response.

ook whN

Tip: The Parasitic Power Boost circuitry, in general, will not be needed. It is recommended that the EPP#
signal be driven HIGH or allowed to float to disable the parasitic power circuitry if present. Special software
will need to be written to incorporate control of the boost circuitry.

Voltage Selection

The EV97M19A features the capability to choose the voltage for the board (3.3V or 5V) by installing the correct
resistor configuration in the R5 or R6 positions. By default, R5 is installed for 3.3V power.

Figure 1-9. Voltage Selection

Voltage Selection
(3.3V Default)
3V3 PWR 5V
| I |
R5 R6
OR OR
Populate only one, R5 or R6

Note: Populate only one resistor, either R5 or R6, to select the input voltage for the board (3.3V or 5V).

Hardware Documentation

Additional documentation for the kit can be found on the Microchip website for the ECC204 Crypto Authentication
(EV97M18A) development kit.

This includes:
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Hardware Description

*  EV97M19A-Design-Documentation: Includes schematics, BOM and 3D views
*  EV97M19A-Gerber-files: Includes Gerber files and assembly information files
» SHA104, SHA105 CryptoAuthentication Board User’s Guide

Other useful documentation can be found at:

*  CryptoAuth Trust Platform (DM320118)
» Crypto Authentication Starter Kit (DM320109)
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and its subsidiaries


https://ww1.microchip.com/downloads/aemDocuments/documents/SCBU/ProductDocuments/BoardDesignFiles/EV97M19A-Design-Documentation.zip
https://ww1.microchip.com/downloads/aemDocuments/documents/SCBU/ProductDocuments/BoardDesignFiles/EV97M19A-Gerber-Files.zip
https://www.microchip.com/en-us/development-tool/DM320118
https://www.microchip.com/en-us/development-tool/DM320109

21

2.2

EV97M19A

Connecting the Board

Connecting the Board

The form factor of the EV97M19A is consistent with Microchip’s adoption of the mikroBUS connector on host boards.
Many of Microchip’s development platforms will support one or more mikroBUS interfaces. These include:

* Microchip Explorer 16/32 Development Board

« MPLAB® Xpress Evaluation Board

* Automotive Networking Development Board

» PIC Curiosity Boards

* PIC Curiosity Nano Boards

* AVR Curiosity Boards

mikroBUS Header

The EV97M19A development board has an 12C interface and the SWI-PWM connection through the mikroBUS
header. This enables communication to the host present on the Trust Platform or any of the PIC/AVR/SAM MCU
host development boards with a mikroBUS header. Microchip’s DM320118 Trust Platform board is designed to be
a host platform to ease development for the EV97M19A. Using the USB port, the user can write host applications
using Python scripts and access debug information. The DM320118 comes pre-loaded with Microchip’s kit protocol.
Additional documentation for the DM320118 kit can be found on the Microchip Website (DM320118).

Figure 2-1. The EV97M19A Connected to the DM320118

Xplained Pro Connections

Some Microchip development boards support only the Xplained Pro extension headers. By using Microchip’s
ATMBUSADAPTER-XPRO adapter board, the EV97M19A can be connected to any development board that has the
XPRO header. Microchip’s DM320109 Starter kit provides the easiest way for configuring and using the EV97M19A.
The on-board SAMD21-XPRO is pre-programmed with Microchip’s Security Products Group (SPG) kit protocol. This
protocol handles the communication between the CryptoAuthentication devices and the host system regardless of the
device interface. The data transfer between the kit and the PC is indicated by the Status LED on the SAMD21 board.
Additional documentation for the DM320109 kit can be found on the Microchip Website (DM320109).
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Connecting the Board

Figure 2-2. The EV97M19A Connected to an Xplained Pro Development Platform (DM320109)
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Software Requirements

Software Requirements

The EV97M19A development board does not have a microcontroller on board and, therefore, does not require
firmware. The board was, however, defined and developed in conjunction with other Microchip development boards
that do have firmware requirements. The specific boards highlighted in 2. Connecting the Board define those boards
that can be used with this development board. Other boards may also be capable of being used with the EV97M19A
development kit.

Additional software tools were also created by Microchip and are made available either for free or under NDA.
These include C-language libraries, Python libraries and the Trust Platform Design Suite (TPDS) of tools for rapid
application development.

Firmware Requirements

For each new device type added to Microchip's family of secure products, the firmware of the host application board
or boards that it is used with must be updated. This firmware is typically referred to as “Kit Protocol” and allows for
identification of the device or devices on the board. It provides the basic infrastructure to communicate to the boards
with higher-level software tools.

It is recommended that the host application boards be kept up-to-date with the latest version of the firmware to take
advantage of any enhancements or bug fixes that may have been implemented. The latest version of the software
can be downloaded from the kit website along with the procedure on how to upgrade the Kit Protocol firmware on the
board.

Firmware Requirements

+ DMB320118 — Trust Platform Development Board
— Firmware Revision: 3.1.0 or Higher

» DM32109 — CryptoAuthentication Starter Kit
— Firmware Revision: 3.1.0 or Higher

Software Tools

Microchip provides additional software tools that aid in the rapid development of applications. These include software
libraries, development tools and example applications. Whenever new versions of CryptoAuthentication devices are
developed, the library has to be upgraded to implement the new capabilities of the device. It is recommended that the
latest version of these tools always be downloaded and implemented to take advantage of any enhancements and
bug features.

CryptoAuthLibrary (CAL) — C Language

CryptoAuthLib is a software support library for the majority of Microchip security devices, including the SHA104
devices, written in C code. It is a portable, extensible, powerful and easy-to-use library for working with devices in the
CryptoAuthentication device families by providing common APIs and command structures.

The library is designed with a Hardware Abstraction Layer (HAL) so that it can be readily ported for use with both
Microchip and non-Microchip microcontrollers. The library can be readily included into MPLAB X or Microchip Studio
projects and is integrated into the MPLAB Harmony framework.

Important: CAL Requirements:
*  Check the EV97M19A kit web page for the recommended and latest version of CAL.

CryptoAuthLibrary (CAL) — Python
A Python version of CAL is also available to allow for the development of system-level applications from a PC
environment without having to reprogram a microcontroller. Applications can, thus, be developed in a generic way

© 2023 Microchip Technology Inc. User Guide DS50003500A-page 11
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Software Requirements

prior to porting to a specific microcontroller. The Python version of the library has all the capabilities of the C-version
of the library, and the commands were made syntax-consistent with the C-version of the library.

Important: CAL Python Requirements:
* Check the EV97M19A kit web page for the recommended and latest Python version of CAL.
* Python Version 3.10 or higher is recommended.

Trust Platform Design Suite

To simplify the implementation process, Microchip offers the web-based Trust Platform Design Suite (TPDS) tools
that will allow developers to go from concept to production via a guided flow. The Trust Platform tools allow you to
develop and construct the transaction diagrams and provide the code necessary to implement a particular application
within the constraints of the configuration and defined access policies. Specific Trust variants of the SHA104 and
SHA105 will be developed over time. The devices on this board are generic, non-configured devices.

More information on these tools can be found under Microchip’s Security ICs section of the webpage Security ICs.
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Revision History

Revision History
Revision A (March 2023)
« Initial release of this document
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Microchip Information

The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

« Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

»  Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip products:

* Microchip products meet the specifications contained in their particular Microchip Data Sheet.

» Microchip believes that its family of products is secure when used in the intended manner, within operating
specifications, and under normal conditions.

» Microchip values and aggressively protects its intellectual property rights. Attempts to breach the code
protection features of Microchip product is strictly prohibited and may violate the Digital Millennium Copyright
Act.

* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code
protection does not mean that we are guaranteeing the product is “unbreakable”. Code protection is constantly
evolving. Microchip is committed to continuously improving the code protection features of our products.

Legal Notice

This publication and the information herein may be used only with Microchip products, including to design, test,
and integrate Microchip products with your application. Use of this information in any other manner violates these
terms. Information regarding device applications is provided only for your convenience and may be superseded

© 2023 Microchip Technology Inc. User Guide DS50003500A-page 14
and its subsidiaries


https://www.microchip.com/
https://www.microchip.com/pcn
https://www.microchip.com/support

EV97M19A

by updates. It is your responsibility to ensure that your application meets with your specifications. Contact your
local Microchip sales office for additional support or, obtain additional support at www.microchip.com/en-us/support/
design-help/client-support-services.

THIS INFORMATION IS PROVIDED BY MICROCHIP "AS IS". MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY

OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE,
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, OR
CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION.

Use of Microchip devices in life support and/or safety applications is entirely at the buyer's risk, and the buyer agrees
to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual property rights
unless otherwise stated.
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